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Data Breaches

A Brief Introduction…



The Threats

 Ransomware
 Business Email 

Compromise
 Phishing/Whaling/

Vishing/Pharming
 Spoofing
 Botnets
 Malware
 Logic Bombs
 Trojans, Worms, 

Viruses

 Identity Theft
 Cyberstalking
 Fraud, Extortion, 

etc.
 DDoS attacks
 Social Engineering
 Fileless Attacks
 Medjacking
 Dronejacking



The Players

 FBI/Cyber Action Teams
 Department of Justice
 DoD/DCIS
 Secret Service
 Electronic Crimes Task Force
 US Postal Inspection Service
 Internet Safety Enforcement Team
 AG
 State Police
 Local Police
 Interpol
 FTC
 ATF
 Internet Crime Complaint Center



Is This Real?

 How real is the threat of cybercrime against 
a healthcare provider?
 Sometimes the healthcare provider is the target

 Healthcare providers are a treasure-trove of ID 
theft information

 Celebrity patients, public health emergencies… 
all are fodder for the media

 Healthcare has all the best data 

 Sometimes the healthcare provider is just 
collateral damage

 Lots of computers to be taken over by a botnet

 Because it's there…



Hospital as a Target

 Israeli Hospital Hacked



Infections Shut Down 
Services



A Reader’s Comment:

 “…It's the computer system that has a virus not the 
doctor.  The patient knows what time their 
appointment's for and may already have arranged to 
take time off work.  The doctor knows what time 
they have a clinic…..”

 “…a hospital should not be totally dependent on 
functioning IT systems. It sounds like the decision of 
an administrator totally divorced from any perception 
of patients' circumstances…”



It’s More Than The EMR…



It’s More Than The EMR…



Hospitals as Collateral Damage



Health care as a target: A piece 
of critical infrastructure



Not an Effective Security Stance
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Motivations



Cybercrime: Drivers

 Big Business 

 Cyber crime damage costs to hit $6 trillion 
annually by 2021

 Global ransomware damages in 2017 estimated to 
exceed $5 Billion, 15X higher than 2015’s $325 
Million

 Entrepreneurial, with a developing supply chain, 
sales and distribution structure

 Dark Web offers everything for sale, from 
exploits to hacker services to rent-a-botnet



Cybercrime: Drivers

 The Case of the  Stolen IP Trove: 
Economic Espionage



Cybercrime: Drivers

 The Case of the Evil Panda: Traditional 
Espionage

 Deep Panda

• A hacking group variously 
described as a Chinese People's 
Liberation Army unit, or aligned 
with the PLA

• Also thought to be responsible 
for Desrubi password-stealing 
Trojan and the Terracotta VPN, 
used to launch cyber attacks

• Set up websites that duplicated 
legitimate websites, with a few 
changes…



Cybercrime: Drivers

 Reports of Chávez's 
Illness Cloud Campaign

“Documents from 
intelligence services of 
two countries suggest 
Venezuelan President 
Hugo Chávez's cancer has 
spread to his bones and is 
more aggressive than his 
government has 
reported.”

Source: The Wall Street Journal (November 19 – 20, 2011)

 The Case of the Exposed VIP: National 
Security

Venezuelan Presidency/Zuma Press

Venezuelan President Hugo Chávez addressed a 

gathering in Caracas this week, after formally kicking off 

his 2012 re-election campaign Sunday.



Cybercrime: Drivers

The Case of the Unhappy Activist 



Cybercrime: Drivers

The Case of the (Un)Lucky Bus Passenger



The Case of the Angry Employee

Cybercrime: Drivers



The Case of the Leaking PACS

Cybercrime: Drivers



Cybercrime: Drivers

The Case of the Kidnapped Computer



Cybercrime: Drivers

The Case of the Kidnapped Computer



Cybercrime: Drivers

The Case of the Kidnapped Computer



Cybercrime: Drivers

The Case of the Short Seller
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Anatomy of an Attack



Reconnaissance



Weaponization



Delivery/Infiltration



Exploitation
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Who is Worse….



33





The Weakest Link…

 "A company can spend hundreds of 
thousands of dollars on firewalls, 
intrusion detection systems and 
encryption and other security 
technologies, but if an attacker can call 
one trusted person within the company, 
and that person complies, and if the 
attacker gets in, then all that money 
spent on technology is essentially 
wasted" – Kevin Mitnick





Business Email Compromise



Social Engineering



© Hall, Render, Killian, Heath & Lyman, P.C.

Data Breaches

Incident Response



Establish Cybersecurity as a Core Strategic Objective 
with Board-Level Attention

Before the Incident



Before the Incident

 The First Thing You Do Is…Conduct A Risk 
Assessment! 
 To Protect It, You Have To Know: 

 What You Have (the Asset)

 Where It Is (the Environment)

 What Is At Risk (the Vulnerability) 

 What Might Go After It (the Threat)

 How Likely That Will Happen (the Risk)

 What You Can Do About It (the Plan)



What Needs to be Protected? 

 Protected Health Information – HIPAA

 Consumer Information – FTC

 Payment Card Information – PCI DSS

 Other Sensitive Information – State Law
 Drivers License

 Email Addresses

 Employment Information

 Corporate Information

 Contractually Protected Information



Before the Incident

 The Next Thing You Do Is…Develop an 
Incident Response Plan
 The best incident response starts well before the 

incident!

 A security incident is a high-stress event.  
Planning helps.

 The question is not whether there will be a 
security incident and possible data breach; the 
question is when.

 Team members need to know their role.

 Develop policies so users know what to do.

 Engage Senior Management

 Develop a First-Responder Toolkit



Before the Incident

 Pre-incident activities include:
 Encryption!
 Strong (but reasonable) passwords
 Obtain/configure software that watches the 

system and tracks access
 Risk Assessments – and not just one
 Have a workable data back-up and test it 

(DR/COOP)
 Audit trails – application level and system level
 Intrusion Detection/Prevention
 Drills and exercises
 Align all data security policies and procedures

 HIPAA
 PCI DSS



Before the Incident

 Identify and Document Computer Assets
 Hardware

 Software

 Storage

 Mobile Devices

 Save only what must be saved; delete when 
you can

 Test back-ups (System and Data)

 Policies and Procedures
 Security

 Confidentiality

 Breach and Security Incidents



Cybersecurity Information 
Sharing Act

 Directed the creation of a “single, voluntary, national 
health-specific cybersecurity framework…” between 
DHS, NIST and industry stakeholders
 Common set of voluntary, consensus-based and industry-led 

standards, security practices, guidelines, methodologies, 
procedures, and processes as a resource for cost-effectively 
reducing cybersecurity risks for a range of health care 
organizations

 Support voluntary adoption and implementation efforts to 
improve safeguards

 Consistent with HIPAA security and privacy regulations

 Updated on a regular basis

 Provides protection to support information sharing

 Liability protection for monitoring and defensive measures on 
your own system



Information Sharing under 
CISA

 Consider whether to participate in information 
sharing of Cyberthreat Indicators and 
defensive measures

 Personal information must be scrubbed and 
only relevant data submitted

 Consider participation in National Healthcare 
Information Sharing and Analysis Center (NH-
ISAC)



Incident Response

 Enforce the rules
 Sharing passwords

 Proper use and disclosure of PHI

 What information is maintained where

 Use of personal email…

 Publicize that you enforce the rules
 Even if the miscreant is an important doctor

 Even if it is the CEO



Before the Incident



Incident Response

 Evaluate the scope of the incident.
 What was exposed?

 Who is impacted?

 Evaluate both users and potential victims 

 Where did the incident reach?  What was 
touched?

 Where and how was access gained?

 Where was the actor?

 When did the incident start?

 How was the incident/attack accomplished?  



Incident Response

 Activate Incident Response
 Who is responsible

 For making decisions

 For technical activities

 For communications

 What needs to be done

 Isolate the attack!

 Forensic investigation?

 Correct corrupted data?

 When must tasks be completed?

 Notice to law enforcement

 Notice to affected individuals?



Cyber-Insurance



Incident Response

 Conduct the Investigation
 Stop the bleeding

 Isolate the computer

 Wipe mobile devices

 Activate keystroke monitoring

 Suspend automatic processes that 

could destroy evidence

 Preserve relevant logs, audit trails



Incident Response

 Conduct the Investigation
 Preferably NOT an internal data investigation

 Evaluate data reliability

 As necessary, transfer to back-up 
machines/data

 Preserve audit trails, metadata, etc.

 Forensic copy of email, hard drive, portable 
devices

 Write-block device



Forensic Computer Experts

 If you anticipate litigation
 Need an expert who can testify

 Independent, neutral third party usually more 
persuasive

 Attorney-client privilege and work product 
protection  is important!

 Address issues in agreement
 Best to have an arrangement in place before it is 

needed

 Address authority, roles, expectations, costs



Incident Response

 Prepare for Notification: HIPAA HITECH and 
State law; SEC and other requirements
 Affected Individuals

 HHS

 Law Enforcement

 Attorney General/Cybercrime Squads

 Insurer?

 Credit Monitoring Services?

 Credit card companies?



Incident Response

 Prepare for Notification
 May be subject to multiple laws

 Some laws may be inconsistent

 Consider contractual obligations

 When/How/Who
 What if notification arguably not required?



Incident/Breach Response

 Set up a dedicated 
call-in center
 Be prepared!

 Be honest

 Be open

 Have sufficient lines

 Have trained, informed, 
compassionate staff



Incident Response

 Get control over the information
 Work with law enforcement to avoid 

compromising the investigation

 Open, clear, effective and timely!

 To your Board

 To affected individuals

 To employees, stakeholders

 One person should talk to the media

 Provide accurate, consistent information

 Publicize the call-in number



J & J Ping Insulin Pump Hack



A Tale of 2 Stories…



Incident Response

 Prepare for possible probable litigation
 By affected individuals

 Regulatory actions

 If DSS were violated

 Civil case against hacker

 Criminal case against hacker



Incident Response

 Post-Investigation Actions
 Evaluate the Incident

 Was the risk that was exploited covered in the 
initial risk assessment?

 What changed to make this vulnerability higher 
risk than anticipated?

 What policies/procedures worked, and what 
didn't, to protect against this incident?

 Evaluate the Response

 After Action Reports are critical

 Invite LEO to participate



Incident Response

 Post-Investigation Actions
 Prevent Future Recurrence

 Additional Training

 Modify or Add Policies/Procedures

 Add technical safeguards

 Audit

 Terminate/Modify Vendor Agreements



Incident Response

 Do the Right Thing
 It may not be cheap

 It may not be safe

 But it respects the trust that patients place in 
healthcare providers



Working with Law Enforcement



Access to computer assets: 
HIPAA

 Victim may disclose PHI to law enforcement
 ‘Disclosure by victim’ talks about workforce members who 

are victims

 Covered entity may disclosure PHI:
 as required by law; or

 in compliance with a court order, warrant, subpoena, 
summons, or an administrative request (including a civil or 
authorized investigative demand)

 Covered entity may disclose PHI for a crime that 
occurred on the premises
 But, did a hack that originated in Estonia “occur on the 

premises”? 

3 45 CFR 164.502(j)(2)



Issues to Consider

 Exposure of Confidential Information
 HIPAA

 Provider-Patient Privilege

 Part 2 Drug and Alcohol Abuse Records

 State Law Confidentiality 

 Mental Health

 STDs

 Other

 Other Uses of “Plain View” Information
 Work with LEO counsel to resolve concerns



Issues to Consider

 Operational Impact
 Access to live environment?

 Access to  imaged environment?

 Inventory all items accessed/removed

 At the file level

 Chain of Custody 

 Access Records

 Protocols on Access, Copying, Destruction of 
Records

 Any Ongoing Obligation
 Publicity?
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Laws! I Need Laws!



Some Major Computer Laws

 Computer Fraud and Abuse Act
 Prohibits access to computers without or in 

excess of authorization; transmission of harmful 
code

 Multiple different infractions; multiple different 
penalties

 Protects computers engaged in interstate or 
foreign commerce; federal computers; financial 
computers; medical computers

 Criminal and Civil penalties

 Secret Service has jurisdiction



Some Computer Laws

 Electronic Communications Privacy Act
 Protects wire, oral, and electronic 

communications while being made, in transit, and 
in computer storage

 Title I:  Wiretap Act – prohibits intentional or 
attempted interception, use or disclosure of any 
wire, oral or electronic communication.

 Exceptions for ISPs and operators while 
providing service, and permitted surveillance 

 Title II: Stored Communications Act – protects 
files stored by ISPs and records of ISPs

 Title III: Pen Register and Trap and Trace         
Act



Still More Computer Laws

 CAN-SPAM Act
 Prohibits false or misleading header information

 Gramm-Leach-Bliley Act, Title V

 Sarbanes-Oxley Act §404 (SOX)

 HSPD 7

 Homeland Security Act of 2002

 USA Patriot Act

 Consumer Protection Acts

 Children’s Online Privacy Protection Act
 Fair Credit Reporting Act



Still More Computer Laws

 Federal Trade Commission Act Section 5

 Electronic Funds Transfer Act (Reg E)

 Free and Secure Trade Program (FAST) 
(voluntary)

 Customs-Trade Partnership Against Terrorism 
(C-TPAT) (voluntary)

 Fair and Accurate Credit Transaction Act 
(FACTA), Red Flags Rules

 21 CFR Part 11

 Federal Information Security Management 
Act (FISMA)



Other Legal Resources

 State laws
 Computer-specific
 Identity Theft Acts
 Breach Notification Laws
 Consumer Protection Laws

 PCI DSS

 Some Interesting Possibilities
 Trespass
 Fraud
 Economic Espionage



Cybercrime: Harmonizing 
laws

 European Convention on Cybercrimes
 Treaty that provides a common international 

framework for dealing with cybercrimes

 Adopted in November 2001 by the EU Committee 
of Ministers of the Council of Europe

 Covers topics ranging from illegal access to 
misuse of devices to child pornography

 46 countries have signed the treaty

 But only 24 have ratified it

 In force in the US as of Jan. 1, 2007 

 ** China and Russia have not signed it




